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1 Introduction

1.1 Summary

FDPS ( Fanvil Distributed Provisioning Service ) is a Management System that helps agents
and customers deploy devices in batches based on MAC addresses. When the device is
connected to the FDPS server, it can automatically send an Auto Provision profile request to the
server for Provision. In this way, tens of thousands of devices can be configured in batches at

one time, greatly improving the deployment efficiency of users.

1.2 Account Type

The service objects of FDPS include administrator, agent and customer. The management
mechanism of accounts is hierarchical management. The relationship between accounts is
parent-child relationship.
| AwemType [ Rwedos
Administrator Account info management
System accounts, devices, groups quantity check
MAC list Settings for restricted devices
Sub-account management
All devices check and delete

Log management

Agent Account info management
Sub-account management

MAC management for Sub-account
Device management

Group management

Log management

Customer Account info management
Device management

Group management

vV V V V|V V V V V V|V V V V V V

Log management
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2 Method of using the system

21 Login

Enter _https://fdps.fanvil.cony/ in the browser to enter the login page, type the username and

password (if the username and password are useless, you need to apply to the fanvil
administrator), and click the login button to enter the FDPS.
Note: All accounts can only be logged in by one person at a time. If another person logs in, the

previous user will be forced to log out.

User Login

Distributed Provisioning Service

. Remember Me

Login

Figure 1-1

2.2 Administrator

The administrator account is the administrative account used by the system to assign agents'
accounts. At present, the system has only one administrator account.Users who use this account
should note that when deleting the agent's account, all sub-accounts of the agent's account will be

deleted simultaneously. The administrator should be careful when deleting the account.
2.2.1 Account info managements

As the figure 1-2 shown, the user home page is the INFO page, and the INFO page displays
the account information, including the account number, device number, group number of the

system at current, also offering account personal information and password modification

interface.
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Fanvil  §reclle

O 1 AccouNT 7oy DEVICE ELOG
N O}

Summary Account Info

Total User Account fanvil
Total Groups Phone
Total Devices Mobile

Address

E-mail

Create Time 2016-05-16 09:13.01

click to save information settings click to save new password

Information Settings Modify Password

Phone Current Password

Aokl Mo D o

Figure 1-2
» Information and password modify
As figure 1-2 shown, user can input personal information or password and then click save button

to complete modify operation.
2.2.2 Account management

User enter ACCOUNT model by click ACCOUNT button, as figure 1-3 shown.

— ) welcome 1
Fanvil R O
INFO ; L4 ACCOUNT f/?, v DEVICE E LOG
[ )

search user

[J* index UserName Priority Company Phone/Mobile Create Date

2019-05-29 13:5

holly1 Customer 1
¥ 356

e 2019-05-28 09:2

sally Customer pe=lyativd
224

2019-05-28 09:2
348

airly Customer F25 yativd

2019-05-28 09:2
tolly Customer 312
2019-05-27 19:4

oy SR
holly.yao Agent SR 942

Figure 1-3
» Add agent account
User click “Add “button to launch add account interface, as figure 1-4 shown. Input username,

password, confirm, company and other info, click “Done” button to add the sub-account.
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Note:Administrator account can only create Agent account.

Add User

UserName
Password

Confirm
Mobile

Company

Address

Sancel “

Figure 1-4
>  Delete sub-account
The Delete button on figure 1-3 is to delete sub-account, after check the checkbox of sub-account,
click delete button, and then click OKAY button on prompt dialog, the sub-account deleted.
» Reset password of sub-account
The Reset button on figure 1-3 is to modify sub-account password, after click this button, a
prompt dialog shown like figure 1-5 shown. User input the new password and click OKAY

button to complete modification.
Fanvil P 0

=M DEVICE
(O

Reset Password(Ciel-fanvil)

UserName Password Create Date Reset

2018-05-02 14:3

Ciel-fanvil OKAY CLOSE 2:44

2018-04-27 1634

xiaoxiaoxiao Agent test N
419

dsadaadsdad 2018-04-27 15:3

dsadasdwerf Agent adads 926

2018-04-27 153

Agent DD 252

2018-04-27 153
302

NNES2  Customer
Figure 1-5

>  Sub-account query

The inputted box with text “search user” is to search an user. Input keywords in this box, the

related user will be shown on this page.

Fanvil Technology Co., Ltd
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2.2.3 Device management

The DEVICE page is to check all devices MAC address of the system currently being
managed and which agent was belonged to, as shown in figure 1-6 below. The administrator can
check the device information including who is managing and when was it registered by searching
with the MAC address. The system also provided to administrator with the device deletion

function, and the administrator has the delete authority of all the devices in the system.

§ \ weleome (D
Fanvi ) fami

e ACCOUNT

9 search device fllter device by account

[0 * Index Model owner Date Regist

X6 a8383c01d15b holly.yao 2019-05-30 09:26:37

344322332323 hally yao 2019-05-30 09:26:03

434343434343 hally1 2019-05-29 14:52:28

434343434345 holly1 2019-05-29 14:52:28

434343434344 holly1 2019-05-29 14:52:28

Figure 1-6
>  Wanted List
This feature only provides administrator access, who can add a restricted device MAC to
the wanted list, the device that exists on the wanted list, and if the agent's account is added to this
MAC, the addition will fail and prompt you to contact Fanvil technical support or the

administrator.

2.2.4 Log management

Administrators could through the Log interface to view all operation of this account and the
specific execution time. Users can do the operation about log including query logs, download

logs (support 10000 logs recently), delete logs, and empty logs. The web interface as shown in
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Fanvil ) e (D

e ; . fﬁ S
f ! -
=

(D Download latest 10000 logs
@ Delete one or more logs

@ Delete all logs

@ Search log by keywords

Operator Remote Address Action Create Date

&Download | | HEnelets | HDeleteall |®

fanvil 172.18.240.136 login 2019-05-30 17:56:36

172.18.240.136 logout 2019-05-30 17:43:00

172.18.110.12 logout 2019-05-30 17:17:41

172.18.110.12 login 2019-05-30 17:09:20

172.18.110.12 login 2019-05-30 16:56:01

Figure 1-7

2.3 Agent

All the agent accounts are created by administrator in system.
2.3.1 Account info management

As shown in figure 2-1, the home page is INFO page which displayed the account
information, including the current sub-account number, the number of devices, the number of
groups, the personal information of the account and the personal information and password

modification interface.
———— weleome i
Fanvil R ©

O C =
4 > . 7/’_/4‘ s
) &

Summary Account Info
Total User Account holly.yao
Total Groups Phone
Total Devices Mebile
Address
E-mail
Create Time 2019-05-27 19:49:42

click to save information settings click to save new password

Information Settings Modify Password

Current Password

Figure 2-1
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» Information and password modify

As figure 2-1 shown, user can input personal information or password and then click save

button to complete modify operation.

2.3.2 Account management

User enter ACCOUNT model by click ACCOUNT button, as figure 2-2 shown.
Fanvil L -

@)) =
INFO 224 AccounT 7a)y| DEVICE

[1* Index UserName Priority Company Phone/Mobile E-mail Mac Setting Create Date Reset

2019-05-29 13
EE 4 holly1 Customer 1 E

9355

First  Previous n Next  Last

Figure 2-2
>  Add Customer account
User click Add button to launch add account interface, as figure 2-3 shown. Input username,
password, confirm, company and other info, click Done button to add the sub-account.

Note:Agent account can only create customer account.

Add User

UserName
Password
Confirm
Phone

Mobile

Company

Address

E-mail

Figure 2-3

Fanvil Technology Co., Ltd
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>  Delete sub-account
The Delete button on figure 2-2 is to delete sub-account, after check the checkbox of
sub-account, click delete button, and then click OKAY button on prompt dialog, the sub-account
deleted.
» Reset password of sub-account
The Reset button on figure 2-2 is to modify sub-account password, after click this button, a

prompt dialog shown like figure 2-4 shown. User input the new password and click OKAY

button to complete modification.

—— — ®
anvi Qi

Reset Password(test06)

UserName i Password Create Date

2018-04-28 0
9:29:38

test06

2018-04-26 1
712:09

Marian Customer  fanvil

2018-04-250
test9650 Agent f: I
estg65! gen anvil SRA4G
2018-04-250
test9649 Agent fanvil
es gen anvil DT
2018-04-250

test9648 Agent fanvil
es gen anvil 95406

Figure 2-4

»  Sub-account search

The inputted box with text “search user” is to search user. Input keywords in this box, the
related user will be shown on this page.
» MAC address management for sub-account
The agent needs to dispatch the MAC address to the customer, otherwise the MAC address is
invalid for sub-account and the customer cannot register and management it. As shown in the
figure 2-5, this is the MAC address allocation entry, click this button to enter MAC address

allocation interface as figure 2-6 shown.
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Fanvil | § u

@) 8 ACCOUNT 7= DEVICE LOG
) Sob)

+add

search user

[1* Index UserName Priority Company Phone/Mobile E-mail Mac Setting Create Date Reset

2019-02-22 03
O €Co03 Customer A& EI 0656

2018-02-22 03

= Customer  AA o S0

First Previous Ml Next Last

Figure 2-5

FEﬁVi I { A ::ii:n:e (!)

INFO @28 ACCOUNT 7= | DEVICE
) G

Mac Range Setting

X Export template w

Delete

search mac|model

{5 * Index Mac Create Time

No data available in table

First Previous Next Last

Figure 2-6
1) MAC address dispatch
The system supports upload MAC address only by import excel file, so please download
template at first. The mark 1 at figure 2-6 is to download template. Update the MAC address file
with needed MAC data to be assigned. Then select the MAC address file and click Upload button
to assign MAC address to sub-account. You will check MAC address in this web page.
Note: The max quantity of Macs import one time is 30000 and takes about 5 minutes.
Recommending that users do not import the file which has large amount of data, 10000 records is
prefer and takes about 5 seconds.
2) Delete sub-account MAC address

Agent can delete MAC address in Mac Range setting interface. The device will be delete
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automatically on the sub-account After delete MAC address from agent account, and sub-account

cannot register and management this device again at this time.

2.3.3 Device managements

The agent accounts could also register and management device, click DEVICE button to

enter device management interface, as figure 2-7 shown.

F welcome (D
an Marian_fanvil

fioee € Delete one or more device Fiter| A - |(8152)

Filter device by group name ~ Modify devi\ce group

[]* Index Mac Ip Group Date Regist \ Edit

15002 2018-04-28 17:51:50 .

2018-04-28 17:50:51

2018-04-28 15:49:37

14999 2018-04-27 17:00:31

192 168.3.157 2018-04-27 10:09:32

Figure 2-7
» Add device
This system provides two ways to add device:
1. Import batch equipment through EXCEL sheets.Users click the Add button in figure 2-7 to
enter the Add device page, as shown in figure 2-8.When adding devices, you can select a default
group to associate all the devices added this time with the selected group.Select "import", which
leads to the template, fill in the equipment information, and then import. After success, the
equipment list will display the imported equipment information.
2. Add individual devices.Users click the Add button in figure 2-7 to enter the Add device page,
as shown in figure 2-9.When adding devices, you can select a default group to associate all the
devices added this time with the selected group.Select "Single", fill in the device information,
and click "Done". After success, the added device information will be displayed in the device

list.
Note: 1. The template file is same as MAC dispatch template file in 2.2.

2. The max quantity of Macs import one time is 30000 and takes about 5 minutes.

Recommending that users do not import the file which has large amount of data, 10000
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records is prefer and takes about 5s.

Add Device

Default Group ‘=‘
@

(4)| File (Excel)
® X export template Cancel “

Figure 2-8

Add Device

Default Group li;
@)

Model

single Mac

& Export template

Figure 2-8
> Delete device
Enter device interface as figure 2-7 shown, check the checkbox which need to delete and click
Delete button.
» Query device
The inputted box with text “search device” in device web page is use to search a device. Input
keywords in this box, the related devices will be shown on this page.
»  Modify device group
As shown in figure 2-7, the user can update the device group by Edit button. After clicking the

Edit button user enter Edit Device web page as figure 2-10shown. Users can select a new group

Fanvil Technology Co., Ltd
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and click Done button to complete the change of device group. After modification, the device

could get the new group configuration info through the FDPS server.

Edit Device

TRO89

aa0000000229

Cancal “

Figure 2-10
»  Add device to group in batch
At the bottom of the DEVICE page, the user is provided with a quick operation button to add
multiple devices to the group at once, as shown in figure 2-11. Customers can add up to 50 once
device (all equipment on this page) to a group. Select the devices and choose a group, click the

Link, add to the group button to add devices to the group in batchs.

] 42 aaaaba056093 2018-05-08 13:46:43 I
o] 43 aaaaba056094 2018-05-08 13:46:43 il
O 44 23aaba056095 2018-05-08 13:46:43 rd
45 aaaaba056096 2018-05-08 13:4643 s
B
1] 46 aaaaba056097 2018-05-08 13:46:43 Fd
1] 47 aaaaba056098 2018-05-08 13:46.43 s
&l 48 aaaaba056099 2018-05-08 13:46:43 4
[&] 48 aaaaba056100 2018-05-08 13:46:43 L4
O 50 aaaaba056101 2018-05-08 13:46:43 fd
First  Previous 2 3 4 5 601 Next Last

Figure 2-11

Fanvil Technology Co., Ltd
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2.3.4 Group management

The group is a configuration for auto provision, and the settings of the FDPS system is the
same as the configuration settings of the device web page, which means that the FDPS system
can be used to configure the auto provision settings of the device by batch. See figure 2-12.When
a group is associated, the device sends a request to the FDPS server for the group configuration

file, and the server replies to the device configuration info.

Fanvil Jo s

fiveler. @=— Delete one or more group

Entry for listing devices of this group

DHCP Enable Enable Update Save Auto Create
GroupName  Option PnP TRO&® Mode Provision Time Devices  Edit
2018-05-0 ‘

i 2089228 el
Modify group settings

2018-05-0

20832:23

’

X53-47069 Option 66 NO Disabled NO

X53-47068 Option 66 o) Disabled NO

2018-05-0
5 5} Opti o

X5-47067  Option 66 E Risabied 208:32:18

7 2018-05-0

Option 66 0 Disabled 2083213

2018-05-0

5-471 5 (8] 6 3 (o]
X5-47065 Option 66 N Tpsaed 2083208

Figure 2-12
» Add group
Add a group to the account, click the Add button to enter the group Added interface as

shown in figure 2-13.Configure the items on this interface and click Done button is ok.

N
Fanvil i N

INFO ; L4 ACCOUNT DEVICE
AR

Config Setting

Group Name

Auto Provision

Authentication Name

Authentication Password

Configuration File Encryption Key
General Configuration File Encryption Key

Save Auto Provision Information

DHCP Option

Figure 2-13
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»  Edit group
The Edit button in figure 2-12 is the entry to modify group information. Click the Edit
button to enter the configuration interface, as shown in figure 2-14.Then user could configure the

settings with the new requirements, click Done button on the bottom of the page to complete the

modification group configuration.

Fanvil s ®

INFO ;1/ ACCOUNT 7o)+ DEVICE
f ] =

Config Setting

Group Name X5-47069

Auto Provision

Authentication Name

Authentication Password

Configuration File Encryption Key

General Configuration File Encryption Key

Save Auto Provision Information

DHCP Option

Figure 2-14

» Delete group

Select one or more group and click Delete button in GROUP webpage as figure 2-12 shown
is ok.
> Query group

As figure 2-12 shown, the inputted box with text “search group” in group web page is use to
search a group. Input keywords in this box, the related groups will be shown on this page.
» Query device related one group

As figure 2-12 shown, click the device button of one group could navigate to device page

and enable filter, only the devices which belong to the group will be displayed.

2.3.5 Log management

Agents could through the Log interface to view all operation of this account and the specific
execution time. Users can do the operation about log including query logs, download logs
(support 10000 logs recently), delete logs, and empty logs. The web interface as shown in figure
2-15.
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Fanvil e O

INFO J 4 ACCOUNT DEVICE

(@ Download latest 10000 logs
(@ Delete one or more logs
@ Delete all logs

@ Search log by keywaord

Operator Remote Address Action Create Date

holly.yao 172.18.240.136 login 2019-05-30 17:43:32

holly yao 172.18.240.136 login 2019-05-30 15:23:23

holly yao 172.18.240.136 logout 2019-05-30 15:23:21

holly.yao 172.18.240.136 login 2019-05-30 14:28:25

holly yao 172.18.240.136 login 2019-05-30 11.07:32

Figure 2-15

2.4 Customer

The Customer account is a sub-account created by an agent account. All Customer accounts
under this agent account will also be deleted after the administrator delete an agent account. The
customer account has no right to issue the sub-account, and the customer account can only

manage the MAC equipment assigned by the parent agent account.

2.4.1 Account info management

As shown in figure 3-1, the home page is INFO page which displayed the account
information, including the current sub-account number, the number of devices, the number of
groups, the personal information of the account and the personal information and password

modification interface.
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Summary Account Info

Total User Account

Total Groups Phone

Total Devices Mobile
Address
E-mail

i i : . Create Tin
Click to save information settings™® "™

Information Settings < Modify Password
Phone Current Password

Mobile New Password

Figure 3-1

Information and password modify

Fanvil

Marian U

Marian

2018-04-26 17:12:09
Click to save new password

F4

As figure 3-2 shown, user can input personal information or password and then click save

button to complete modify operation.

2.4.2 Device management

The customer accounts could also register and management device, click DEVICE button to

enter device management interface, as figure 3-2 shown.

Note: the valid mac address for customer is the mac which were dispatch by agent.

Fanvil

~

Zey9]| DEVICE
%l Delete one ofillore"device

iDelete Ehvailable Devices

entry for valid mac address list

welcome Q)
Marian

- (19948)

[1 * Index Model Mac Ip Group

Date Regist

bing keywords

O 1 458331

tmasssaz
B—
——
58335
Figure 3-2
» Available Macs management

19 / 26

2018-04-28 11:36:58

2018-04-28 11:36:58

2018-04-28 11:36'58

2018-04-28 11:36:58

2018-04-28 11:36:58




As figure 3-2 shown, Available Devices is to navigate valid mac address list. After click this
button you will see below webpage and all the available mac address are listing here. Also user

could select one or more mac and click Register button to enable management on this account,

after register, the devices will display in DEVICE webpage.

welcome (D
anvi

Available Devices

4g=—Register device to manage it

PRegister

Mac Create Time

00d84a00647a 2018-05-08 11:07:13

44999 2018-04-28 15:50:44

45000 2018-04-28 15:50°44

450001 2018-04-28 15:45°07

Figure 3-3
> Add device
This system provides two ways to add device:
1. Import batch equipment through EXCEL sheets.Users click the Add button in figure 3-2 to
enter the Add device page, as shown in figure 3-4.When adding devices, you can select a default
group to associate all the devices added this time with the selected group.Select "import", which
leads to the template, fill in the equipment information, and then import. After success, the
equipment list will display the imported equipment information.
2. Add individual devices.Users click the Add button in figure 3-2 to enter the Add device page,
as shown in figure 3-5.When adding devices, you can select a default group to associate all the
devices added this time with the selected group.Select "Single", fill in the device information,
and click "Done". After success, the added device information will be displayed in the device
list.
Note: 1. For security, you need to get the template file from agent.
2. The max quantity of Macs import one time is 30000 and takes about 5 minutes.
Recommending that users do not import the file which has large amount of data,

10000 records is prefer and takes about 5 seconds.
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Default Group @

o
“snge

@) File Excen
\'- )

@ | LExporttemplate Cancel

K 3-4

Add Device

Default Group ()
@)
Import Single | '/

Model

Single Mac =

L Export template Cancel

Kl 3-5
> Delete device
Enter device interface as figure 3-2 shown, check the checkbox which need to delete and click
Delete button.
» Query device
The inputted box with text “search device” in device web page is use to search a device. Input
keywords in this box, the related devices will be shown on this page.
»  Modify device group
As shown in figure 3-2, the user can update the device group by Edit button. After clicking the
Edit button user enter Edit Device web page as figure 3-6 shown. Users can select a new group

and click Done button to complete the change of device group. After modification, the device

Fanvil Technology Co., Ltd
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could get the new group configuration info through the FDPS server.

Edit Device

hdoajdorfadmin123

fiiffi450002

Figure 3-6
»  Add device to group by batch
At the bottom of the DEVICE page, the user is provided with a quick operation button to add
multiple devices to the group at once, as shown in figure 3-7. Customers can add up to 50 once
device (all equipment on this page) to a group. Select the devices and choose a group, click the

Link, add to the group button as figure 3-7 shown is ok.

aaaaba -05- % s
42 ba056093 2018-05-08 13:46:43
aaaabal5 -05- 2 &
43 ba056094 2018-05-08 13:46:43
O 44 23aaba056095 2018-05-08 13:46:43 rd
45 aaaaba056096 2018-05-08 13:4643 4
0O .
1] 46 aaaaba056097 2018-05-08 13:46:43 Fd
aaaabal3 -03- 2
47 ba056098 2018-05-08 13:46.43 s
&l 48 aaaaba056099 2018-05-08 13:46:43 4
aaaabal5 -05- #
48 ba056100 2018-05-08 13:46:43

O 50 aaaaba056101 2018-05-08 13:46:43 fd

First  Previous 2 3 4 5 601 Next Last

Figure 3-7
2.4.3 Group management

The group is a configuration for auto provision, and the settings of the FDPS system is the same

Fanvil Technology Co., Ltd
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as the configuration settings of the device web page, which means that the FDPS system can be
used to configure the auto provision settings of the device by batch. See figure 3-8.When a group

is associated, the device sends a request to the FDPS server for the group configuration file, and

the server replies to the device configuration info.

Fanvil ) e

Hoelete 4mm=——Dg|ete one or more group
Modify group settings
\

DHCP Enable Enable Update save Auto Create
GroupName Option PnP TRO69 Mode Provision Time Devicesy Edit
2018-05-0 = ‘

X5-2910 Option 66 1) Disabled NO i ’

List devices of this group R e

2018-05-0
209:57:45

X5-2909 Option 66 B: Disabled NO

2018-05-0

S5 = =
X5-2908 Option 66 0 Disabled 2 0957-40
2018-05-0
X5-2807 Option 66 0 Disabled
5 ption 66 isable 2095736
2018-05-0
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Figure 3-8
» Add group
Add a group to the account, click the Add button to enter the group Added interface as shown in

figure 3-9.Configure the items on this interface and click Done button is ok.
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Figure 3-9
» Edit group
The Edit button in figure 3-8 is the entry to modify group information. Click the Edit button to

enter the configuration interface, as shown in figure 3-10.Then user could configure the settings
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with the new requirements, click Done button on the bottom of the page to complete the

modification group configuration.
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Figure 3-10
» Delete group
Select one or more group and click Delete button in GROUP webpage as figure 3-8 shown is ok.
> Query group
As figure 3-8 shown, the inputted box with text “search group” in group web page is use to
search a group. Input keywords in this box, the related groups will be shown on this page.
» Query device related one group
As figure 3-8 shown, click the device button of one group could navigate to device page and

enable filter, only the devices which belong to the group will be displayed.

2.4.4 Log management

Customer could through the Log interface to view all operation of this account and the specific
execution time. Users can do the operation about log including query logs, download logs
(support 10000 logs recently), delete logs, and empty logs. The web interface as shown in figure
3-11.
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welcome (]
ot O

=0
Q DEVICE

(@ Download latest 10000 logs
lete | | EDeleteAl |® @ Delete one or more logs

(3 Delete all logs
@ Search log by keywords

Index Operator Remote Address Action Create Date

holly1 172.18.240.136 login 2019-05-30 17:59:38

holly1 172.18.240.136 logout 2019-05-29 17.06:05

holly1 172.18.240.136 2019-05-29 16:33:50

holly1 172.18.240.136 2019-05-29 15:33:18

holly1 172.18.240.136 2019-05-29 14:52:24

K 3-11
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Fanvil

Attention

For a MAC address, the system restrict that only one account could register and
management it, which means no matter when only one person at most could management a
device.

The MAC address that has been registered by the agent can no longer be assigned to the
sub-account.

The agent can only assign the same set of MAC addresses to one sub-account..

When the device was uploaded to an account DEVICE list and was connected to the FDPS
server, the server will send the current group configuration info to the device, so that
configuration by batch function can be completed.

The device which is removed from the DEVICE list by administrator, needs to be
re-uploaded to system on an account if you want to manage again.

In an administrator account, we set owner as “customer” to mark the device which was

managed by customer.
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